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1. General Overview
Consolidated Hallmark Holdings Plc and its subsidiaries (CHH or the Company) recognize and understand that the effective management of records and data is important to support business activities and to comply with legal and regulatory obligations, including the Nigeria Data Protection Act, (NDPA), 2023 and General Application and Implementation Directive (GAID) 2025. This Data Retention Policy (Policy) documents the framework through which the Company can achieve effective and efficient management of records in the Company.
2. Purpose
The overall purpose of this Policy is to establish a system for the implementation and maintenance of a proper records management system within Consolidated Hallmark Holdings Plc and its subsidiaries. The Company has adopted this Policy as its approach to managing Personal Data as well as all company data or records from the point of collection or Creation, through to use, storage/retention and disposal/destruction.
The purpose of this Policy is enumerated as follows:
· To ensure efficient and effective record keeping within the Company.
· To comply with regulations on applicable data protection regulations, including the NDPA/GAID;
· To preserve the confidentiality of personal data of data subjects as well as the Company’s
information and records;
· To maintain a manageable volume of well-organized records; and
· To mitigate the risk of data privacy breaches.

3. Scope
The scope of this Policy covers all personal data and company data stored on company-owned, company-leased, and otherwise company-provided systems and media either manual, electronic or otherwise, regardless of location. This Policy applies to all CHH’ business units and operations including all records which are created, received, processed, used, surrendered, stored and disposed off in the execution of CHH’ business.
It is important to note that the need to retain certain information can be mandated by local laws or industry regulations. Where the provisions of this Policy differ from applicable laws or regulations, the retention period or guidance stipulated in the applicable laws and regulations will prevail.
All employees of CHH are charged with the personal responsibility of complying with this Policy.
4. Definitions
“Basis of Retention” refers to the rationale behind which a particular data type or category of data
is being retained for the specific duration stated in the Data Retention Schedule. The basis of




retention may be the provision of a law or circumstances that may arise in the ordinary course of business as well as internal management standards.
“Data” refers to all characters, symbols, documents, records, media, either electronic or manual that pertains to an individual’s information or the Company’s information.
“Data Retention Period” refers to the length of time for which a record must be retained pursuant to applicable law or in accordance with the Data Retention Schedule.
“Data Retention Schedule” refers to the schedule that sets out the length of time that categories of records must be maintained as detailed in Appendix A. The Data Retention Schedule lists the type of records which are regularly kept by CHH and it identifies their applicable retention periods.
“Records Hold” means a suspension of the data retention period as stipulated in the data retention schedule. Where a records hold applies, the data may be retained beyond the stipulated period subject to the existence of circumstances which are classified as exceptions to data retention periods within this Policy.
5. Document Ownership and Revision
The ownership of this document is with all Heads of departments as they are accountable for their records. However, responsibilities including coordination of retention of records and destruction of documents/records pursuant to the Data Retention Schedule in Appendix A below lies with the Admin Unit and IT Manager.
They shall work with the Company’s Data Protection Officer (DPO) and other relevant personnel of the Company to ensure compliance with the NDPA and GAID (as applicable) and other applicable laws.
Any updates to this Policy shall consider and incorporate (where required) relevant regulations or local legislation which may come into force subsequently.
The Company’s Data Protection Officer are responsible for ensuring this document is updated when the need arises.
6. Retention Principles
The following are some of the principles to be followed by CHH with respect to retention or storage of records/data:
a. CHH retains data in an identifiable format only for the interval that is necessary as identified by the purposes for which the data/record was collected/developed.

b. CHH must not keep data for longer than necessary to fulfill the identified lawful business purposes or as long as required by applicable law.




c. CHH must justify the requirements to retain data for periods longer than the maximum retention period as per business and regulatory requirements if required.
The rationale behind data retention includes but is not limited to the protection of the CHH’s interest, preservation of evidence, and conformation to good business practices.
7. Retention of Encrypted Data
Should any information retained under this Policy be stored in an encrypted format, consideration must be made for secure storage of the encryption keys. Encryption keys must be retained as long as the data that the keys decrypt is retained.
8. Exceptions to Data Retention Period (Records Hold)
There are certain circumstances which may be regarded as exceptions to data retention periods wherein CHH will become subject to a duty to preserve records/data beyond the stated retention period. In such instances, the Company may not destroy the records/data until further notice.
The circumstances which may constitute an exception to data retention periods detailed in Appendix A include:
· where the terms and conditions of a specific contract or agreement requires a longer retention period than that set out in this Policy;

· where a specific legislation requires longer retention periods than the ones specified in this Policy;

· where the records or data form the subject matter of an ongoing or anticipated litigation or government proceeding. In particular, CHH shall not alter, destroy or conceal any records or data with the intent to impede or obstruct or influence any litigation or government proceedings or in relation to the completion of any such litigation or government proceeding.

9. Records/Data Archiving or Destruction
A critical component of this Policy is data archiving or destruction. At the expiration of the retention periods stipulated in Appendix A, the Company must actively archive or destroy the records/data covered to ensure compliance with the retention principles stated in this Policy.
All records/data to be destroyed must be approved by the MD/CEO upon recommendation of the relevant Head of Department of the Business Units that owns the records/data in consultation with the DPO and this approval must be provided to the Company’s HSE Manager for Manual destruction and IT Manager for electronic destruction, and they shall maintain a register of all records/data destroyed in line with this Policy.




10. Training
All employees of the Company should receive briefing and guidance on the operation of this Policy as necessary, including instruction and advice on the creation, retention and disposal of records.
11. Enforcement & Disciplinary Actions
All Heads of departments are charged with the responsibility of enforcing compliance with this Policy.
Violations may result in disciplinary action, which may include but is not limited to suspension, restriction of access, or more severe penalties up to and including termination of employment.
In cases where data protection breaches such as illegal activities or theft of Company property, either physical or intellectual is suspected, CHH may report such occurrences to the Nigeria Data Protection Commission (NDPC).
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APPENDIX A – DATA RETENTION SCHEDULE



	
CONSOLIDATED HALLMARK HOLDINGS PLC DATA RETENTION SCHEDULE

	UNIT
	RECORD TYPE
	RETENTION PERIOD

	Human Resources
	Employee Records
	

	
	Recruitment Records
	10 years

	
	Employee Policies
	 10 years

	
	Training and Learning Development Records
	 10 years

	
	Consent Records
	 10 years

	
	Promotion List
	 10 years

	
	Medical Records
	 10 years

	
	Contracts and SLAs
	 10 years

	Marketing
	Customer Information/Data
	          10 years

	
	Customer Surveys
	10 years

	
	Vendor Management Records
	 10 years

	Legal
	
	

	
	Third Party Contracts
	 10 years

	
	SLAs with Suppliers
	 10 years

	
	Regulatory filings etc.
	 10 years

	Finance
	Vendor Invoices
	 10 years

	
	Payroll Records and Summaries
	 10 years

	
	Tax returns and worksheets and other documents
relating to determination of tax liability
	 10 years

	
	Purchase orders, Quotations and Payment Records
	 10 years

	
	Payment on Delivery Records
	 10 years

	
	Financial Statements (year-end)
	10 years

	
	Pension Records
	 10 years



