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1. INTRODUCTION
Consolidated Hallmark Holdings Plc and its Subsidiaries (“CHH” or the “Company”) are firmly committed to complying with the Nigeria Data Protection Act, 2023, General Application and Implementation Directive, 2025 and other applicable data protection laws, regulations, rules and principles. This Data Protection Impact Assessment Policy (“Policy”) describes the minimum standards that must be strictly adhered to whenever the Company wishes to conduct a Data Protection Impact Assessment in respect of a new or existing project requiring the processing of Personal Data which is likely to result in a significant risk to the rights and freedoms of Data Subjects, unless the specific processing operation is explicitly excluded from a DPIA by the supervisory authority, in this case the Nigeria Data Protection Commission (NDPC). 
This Policy applies to all personal data processing operations by staff members whether temporary or contract, or any agent or third party that is responsible for managing any personal data processing operation of the Company. 
2. Aims and Objectives
This Policy explains the likely risk involved in data processing procedures and compliance obligations. This Policy is to ensure that the Company:
a) remains compliant with all regulatory requirements;
b) adopts best practices in its processing activities;
c) is transparent in its dealings;
d) builds confidence and trust of the public;
e) protects the rights to privacy of all Data Subjects whose Personal Data are within its control;
f) assesses the level of risk and the severity of any impact on individuals;
g) minimizes any potential risks and assesses whether or not remaining risks are justified; and
h) considers compliance risks and the potential harm - to individuals or society and any significant social or economic disadvantage to the business operations of the Company.

3. Definitions and Abbreviations

“Data Protection
            Officer”	means the Data Protection Officer, who is appointed to assist the Company monitor internal compliance, inform and advise on data protection obligations, provide advice regarding DPIAs and act as a contact point for Data Subjects and the supervisory authority;

“Data Subject” 	means any person, who can be identified, directly or indirectly, by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity;

“DPIA”                      means Data Protection Impact Assessment;

“NDPA” 		means Nigeria Data Protection Act, 2023;
‘‘GAID’’                      General Application and Implementation Directive, 2025
“Personal Data” 	means any information relating to an identified or identifiable natural person (‘Data Subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person; It can be anything from a name, address, a photo, an email address, bank details, posts on social networking websites, medical information, and other unique identifier such as but not limited to MAC address, IP address, IMEI number, IMSI number, SIM, Personal Identifiable Information (PII) and others; 

“Project”	includes but not limited to activities and processing that may have implications on the privacy of Data Subjects. This applies to matters such as employee monitoring, CCTV installation, new methods or procedures for service delivery or information handling, product or solution development, process improvements, IT infrastructure changes, processes and procedures relating to how information is stored or accessed, etc.;

“Processing” 	means any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

4. Responsibilities

4.1. Management and the DPO

4.1.1. The Management team of the Company is ultimately responsible for compliance with the NDP Act/GAID.

4.1.2. The DPO will ensure that data privacy and data protection impact assessment is carried on all new or existing projects (where required). 

4.1.3. The DPIA may be carried out internally by the DPO and the Project Management Team or the Company may appoint a licensed Data Protection Compliance Organization (DPCO) to carry out the DPIA either solely or in conjunction with the DPO. 

4.1.4. The DPO shall report to the Management of the Company on all matters relating to data privacy and data protection, advice on the review of this Policy and ensure full compliance with this Policy and other ancillary policies on data privacy and protection.


4.2. Project Management Team

Project Management Team (i.e. the department managing a new project) shall ensure that any processing activity involving Personal Data is assessed to determine whether a DPIA is required. The Project Management Team should ensure that the report from a DPIA is implemented throughout a project.

4.3. Risk Management Team and Information Security Officer

The risk management team, legal team) and the information security officer of the Company shall, jointly, review the impact of all recommendations in respect of any DPIA conducted by the Company and develop risk elimination measures and safeguards.

5. When to Conduct a DPIA

 The Company must carry out DPIA prior to the introduction of a new processing activity and in the early stages of a project. The results or recommendations of a DPIA shall be maintained and regularly reviewed and updated to ensure identification of new risks and development of controls throughout the project. Without limiting the generality of the foregoing, the Company will conduct a DPIA in the following cases:

· introduction of a new technology (ies) that involves processing of Personal Data;
· to comply with a change in law which may impact on Personal Data of Data Subjects;
· where Personal Data (including sensitive data) was originally collected for a limited purpose but is now intended for reuse for a new purpose(s);
· where there is a transfer of Personal Data outside Nigeria, particularly to countries where there are no adequate data protection laws/regulations;
· where there are changes to existing processing operations that may likely impact on Personal Data of Data Subjects;
· where the processing involves health, e-commerce, hospitality, and education;
· where the processing involves building software for communication with data subjects;
· where evaluation, scoring (profiling) or systematic monitoring is involved in the processing activity (ies);
· large-scale processing of Personal Data;
· if data processing is used to make automated decisions on Personal Data of Data Subjects;
· where the processing activities include Personal Data of vulnerable populations including children, elderly people, etc.; and
· when the processing activity is identified as high risk and may pose a potential breach in the rights and privacy of Data Subject.



6. Conducting a DPIA
In order to carry out a DPIA under this Policy, the following shall be taken into consideration:
6.1. Identifying need for a DPIA:

6.1.1. Before a DPIA is conducted in respect of any new or existing Project, the Company (the Project Management Team, Process Owners and/or the DPO, alongside other stakeholders) will conduct an assessment of the Project to identify whether the processing operation requires a DPIA. This will be achieved by each Project Management Team, identifying and completing the checklist for Identifying the need for a DPIA (Appendix A) which is then forwarded to the DPO for advice and conclusion on whether or not a DPIA should be conducted or not. 

6.1.2. Where it is determined that there is no need for a DPIA, it should be documented, and the process shall be discontinued.

6.2. Planning and Scope of the DPIA

6.2.1. In the event that a DPIA is to be conducted, the DPO, Project Management Team and/or other key stakeholders shall plan and detail the scope of the DPIA process. 

6.2.2. This activity shall set out the entire details of the proposed processing activity, what information is to be collected and what it is to be used for, how it will be obtained and from whom it will be obtained and disclosed to, who will have access to the information and any other necessary information. 

6.2.3. A DPIA Questionnaire (Appendix B) will be sent to all relevant stakeholders involved in the project for completion and comment.

6.3. Compliance Measure, Legal Analysis and Risk Identification 

6.3.1. This activity shall be performed by relevant stakeholders of the Company such as the Project Management Team, DPO, risk management team (or legal team, as the case may be) etc. They will jointly review the proposed processing operations to determine:
a) the appropriate legal basis for processing;
b) the policy documentation required for the processing;
c) whether the principles of data processing will be complied with if the processing activity or project is carried on;
d) whether there are sectoral laws or regulations or guidelines regarding the processing and their legal impact on the project; and
e) if the NDP Act/GAID and other relevant laws will be fully complied with.
6.3.2. External stakeholders may also be involved in identifying and analyzing the likely risks from the processing operation.  

6.3.3. Where risk is identified in the operation, the risk should be quantified based on its likelihood and severity.

6.3.4. In the event of any ambiguity, the Company may seek clarification from the NDPC or any other successor agency or applicable regulator.   

6.4. Risk Identification and Evaluating Privacy Solutions

6.4.1. Once the risks have been identified, all relevant stakeholders involved in the project will make recommendations on the most likely measures and safe guards. Such recommendations may include:

a) Technological and policies measures already in place or to be provided.
b) Procedures and safeguards to mitigate the risk.
c) Documentation and measures relating to personal data protection required to be put in place.
d) Recommendations from previous DPIA which may also be relevant.

6.4.2. In considering relevant recommendation, the effect of the recommendation on the risk(s) and the residual risk(s) must be evaluated. The evaluation outcome will determine whether the risk will be eliminated, modified, avoided, retained etc.

6.4.3. The risk to be retained and its impact must be communicated to the risk management team (or legal team as the case may be) and thereafter the management of the Company 

6.5. DPIA Report, Implementation, Monitor and Review

6.5.1. At the end of every DPIA, a report should be prepared and sent to the Company’s Risk Management team and/or Legal team for review. Thereafter, the report should be documented and the identified risks be recorded in a risk register.

6.5.2. The DPO shall supervise and monitor the implementation of the outcome of the DPIA.

6.5.3. The DPO will maintain a central record of all DPIA's conducted by the Company.

7. Consultation with the NDPC
Where the outcome of the DPIA conducted indicates that the processing of the Personal Data would result in a high risk to the rights and freedoms of a Data Subject, the Company will be required to consult with the NDPC prior to undertaking the data processing operation in respect of existing or new Projects.
The Company’s DPO will also be required to submit the outcomes of all DPIAs alongside the Compliance Annual Returns (CAR) on or before 31st March annually, 

8. Review
The Company shall from time to time amend and review this Policy as best practices, regulations and necessity may require. Whenever this Policy is reviewed or amended, the Company shall notify all relevant stakeholders and make it accessible to all employees and relevant third parties.
9. Related Policies and Procedures
This Policy shall be read in conjunction with the following policies and procedures of the Company: 
a)  Data Protection Policy (https://www..................../)	Comment by Efemona Balogun: ICT to include corresponding website links
b)  Personal Data Breach Management Policy
c)  Employee Data Privacy Notice

10. Contact for any Queries
For further information or enquires regarding this Policy, please contact the Company’s DPO. The contact details are set out below:

· Data Protection Officer: Rukevwe Falana
· Location: 266, Ikorodu Road, Obanikoro
· Phone: +234 803 725 7707
· Email:  rfalana@chhplc.com  

	Checklist for Identifying the Need for a DPIA

	Department/Unit:
	Code No:

	Project:
	Date:

	S/N
	Questions 
	Yes/No/Unsure

	1
	Will there be likely risks from the processing activity?
	

	2
	What is the likelihood that the right to privacy of Data Subjects will be breached?

	

	3
	Is there a likelihood that the risk will be high?

	

	4
	Does the activity involve large scale processing?

	

	5
	Will the processing involve the use of technology?

	

	6
	Will the processing activity involve new technologies or innovations?

	

	7
	Does the data processing involve existing personal data?

	

	8
	Does the processing involve processing of sensitive personal data?

	

	9
	Does the data processing involve the Personal Data of children and vulnerable persons?

	

	10
	Does the processing involve a systematic and extensive evaluation of the personal aspects of an individual, including systematic monitoring of public areas on a large scale?

	

	11
	Does the processing involve transfer of data to third parties?

	

	
	
	

	Comment 



	


Signed
[Name and Designation of employee]



APPENDIX 

Data Protection Impact Assessment Questionnaire

This form should be used to record the key information about a data protection impact assessment (DPIA) which may be required under the provisions of the Nigeria Data Protection Act NDPA) 2023.


Project Details

	Project name:

	<Name>

	Project reference:
	<Website link or internal reference (intranet) could be added here>


	Project description:
	
Here you need to include a brief description of the project as well as part of the objectives or the most important ones








Reason for Data Protection Impact Assessment

Please select the reason why a DPIA is appropriate:

	☐	information about living individuals will be collected and processed for the first time


	☐	information about living individuals will be shared with people or organizations that previously did not have access to it


	☐	change of use of existing personal data


	☐	the use of new technology, organisational solutions or innovative processes that collects or uses data of a personal nature e.g. biometrics


	☐	existing personal data will be used to reach decisions as part of an automated process


	☐	it might reasonably be expected that an individual may find any aspect of the project intrusive or the data involved private


	☐	sensitive personal data about living individuals will be collected and processed


	☐	processing of personal data will involve a systematic and extensive evaluation of the personal aspects of an individual, including systematic monitoring of public areas on a large scale


	☐	information relating to vulnerable or differently-abled living individuals will be collected and processed


	☐	Other 




Step 1 – Identify the need for a DPIA

	
Summarise why you have identified the need for a DPIA, it may help to reference the DPIA screening checklist (See Completed DPIA Checklist)












Step 2 – Describe the Nature of Processing and the Scope of the DPIA

	
Define the processing and scope of DPIA in terms of:

· How will you collect, use, store and delete data?
· Will you be sharing data with anyone?
· How much data will use be collecting and using?
· How long will you keep the personal data?
· How will the individuals be affected by your new processing?
· geographical location (ex. Country, or headquarter location)
· Internal departments
· Business workflow or process
· IT services, systems and networks
· Clients, offers, products, buying, services etc
























Step 3 – Describe the Context of the Processing 

	
· What is the nature of your relationship with the individuals? 
· Do they include children or other vulnerable groups?
· Are there prior concerns over this type of processing or security flaws?
· Is it novel in any way?
· Are there any current issues of public concern that you should factor in?

















Step 4 - Describe the Purposes of Processing?

	
What do you want to achieve?
What are the benefits of processing for the Company and the individuals?











Step 5 - Consultation Process?

	
Describe when and how you will seek individuals’ views?
Who else will need to be involved within your Company?
Do you need to ask your processors to provide information regarding their security and technical measures?
Do you plan to consult information security experts?








Step 6 - Assess necessity and Proportionality

	
· Confirm the lawful basis for processing?
· Does the processing actually achieve your purpose?
· Is there another way to achieve the same outcome?
· How will you prevent function creep or security flaws?
· How will you ensure data quality and minimisation?
· What information will you give individuals?
· How will you help to support their rights?
· What measures will you take to ensure processors comply
· How do you safeguard any international transfer
· What are the retention timescales of the data? - How long will the data be kept for and why
· How will the data be stored? - Where will it be stored and what controls will it be subject to e.g. encryption at rest?]





Step 6.2 - Are there any other possible future uses of the data?

	
[Is it likely that the data will be used for purposes other than those for which it is collected and if so, what?]









Step 6.3 - Where will the data be transferred to and under what circumstances?

	
[Will the data be sent to other locations or third parties in other countries? If so, what would trigger the transfer and why?] 







Step 6.4 - Who will have access to the data and how?

	
[Who within the organization and who externally will be able to access the data and what controls will be in place to manage this?]









Step 7 - Identify and Access Risks

	Describe source of risk and nature of Potential impact on individuals. Include associate compliance and corporate risks as necessary 
	Likelihood of Harm 
	Severity of Harm
	Overall 
Risk

	
	Remote,
Possible or Probable
	Minimal,
Significant or Severe
	Low,
Medium or
High

	



	
	
	

	



	
	
	

	



	
	
	

	




	
	
	

	



	
	
	



Step 8 – Identify Measures to Reduce the Risks Identified

	Identify additional measures you can take to reduce or eliminate risk identified as Medium or high risk 


	Risk
	Options to reduce or eliminate Risk
	Effect on Risk
	Residual 
Risk
	Measures Approved.

	
	
	Eliminated,
Reduced,
Accepted
	Low,
Medium or 
High
	Yes/No

	


	
	
	
	

	


	
	
	
	

	


	
	
	
	

	



	
	
	
	

	





	
	
	
	



**This DPIA will be kept under the Review of the Project Team and the DPO. The DPO should also review ongoing compliance with the DPIA.

	Summary of DPO Advice Provided 

	











	Signature:

	



	Name:
	



	Date:

	




Once completed, this form should be submitted via email to rfalana@chhplc.com 
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